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With the issuance of its 2022 National Security Strategy (NSS), Japan recognized cybersecurity as
an area of priority concern. The process of implementing the NSS activities provides a unique
opportunity for increased US-Japan cyber cooperation. Historically, positive diplomatic
declarations of collaboration have occurred along with technical coordination within the
computer emergency and response team (CERT) community. Yet, limitations exist in
operationalizing the partnership at the national security level. Constraints have included the lack
of an effective security clearance system extending to the private sector, limited operational
cyber capacity of the Japanese government organizations, and less than fully developed public-
private partnerships (PPPs). The United States has had competing priorities and until recently,
limited ability to invest in a deeper partnership as well. However, we are at an auspicious
moment in terms of both opportunities and challenges.  By building on existing frameworks of
defense cooperation, establishing PPP across the Pacific, and developing joint training and
exercise programs, the United States and Japan can deepen operational cyber cooperation.

INTRODUCTION
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THE EVOLUTION OF US-JAPAN SECURITY COOPERATION

The post-World War II (WWII) US-Japan security cooperation formally began in 1951 with the US-
Japan Mutual Security Treaty, allowing US armed forces to be stationed in Japan. The  1960
revision of the Treaty provided for US bases in Japan and a commitment by the US to defend
Japan. The severe limits on the nation’s ability to use armed forces imposed by the postwar
Japanese Constitution, although they have been relaxed over time, have continued to inhibit the
Japanese from fully contributing to security cooperation with the US. 

The evolution of geopolitics, particularly tensions with China, has accelerated change in the
Japanese national security perspective. Friction between China and Japan over the East China Sea
and the Senkaku Islands/Diaoyu flared in 2010, increasing Japan’s worries of Chinese
expansionism. In 2012, those concerns heightened as China sharply increased its presence in the
East China Sea in response to the Japanese government acquiring three of the five uninhabited
Senkaku Islands from their private Japanese owners. Concerns about China and North Korea led
to Japan’s 2015 historic interpretation of its constitution, allowing participation in collective
defense operations with the United States in certain limited situations. Furthermore, the
Quadrilateral Security Dialogue (Quad)—a group of Indo-Pacific democracies including Australia,
Japan, India, and the United States—was revitalized in 2017, in large part to provide a
counterbalance to China. 

https://www.cfr.org/backgrounder/us-japan-security-alliance#:~:text=Signed%20in%201951%20alongside%20the,soil%20after%20Japan%20regained%20sovereignty.
https://www.cfr.org/backgrounder/us-japan-security-alliance#:~:text=Signed%20in%201951%20alongside%20the,soil%20after%20Japan%20regained%20sovereignty.
https://www.mofa.go.jp/region/n-america/us/q&a/ref/1.html
https://www.mofa.go.jp/region/n-america/us/q&a/ref/1.html
https://www.cfr.org/japan-constitution/japans-postwar-constitution
https://japan.kantei.go.jp/constitution_and_government_of_japan/constitution_e.html
https://japan.kantei.go.jp/constitution_and_government_of_japan/constitution_e.html
https://www.economist.com/asia/2022/01/01/how-japan-sees-china
https://www.economist.com/asia/2022/01/01/how-japan-sees-china
https://www.asahi.com/ajw/articles/14366336
https://www.asahi.com/ajw/articles/14366336
https://www.theatlantic.com/international/archive/2015/09/japan-pacifism-article-nine/406318/
https://www.defensenews.com/home/2015/09/27/japanese-legislation-frees-military-to-assist-allies/
https://www.defensenews.com/home/2015/09/27/japanese-legislation-frees-military-to-assist-allies/
https://www.theguardian.com/world/2022/may/24/what-is-the-quad-and-how-did-it-come-about


The rise of China over the past 20 years coupled with its increasing aggressive diplomatic,
military, and economic policies have produced a major reframing of how Japan views its national
security. China has been intruding into Japanese airspace around the Senkaku Islands. In 2021,
the Japan Air Self-Defense Force reacted 722 times against Chinese aircrafts’ overflight into
Japanese airspace, and 652 of those incidents occurred in the airspace over the Senkaku Islands.
Additionally, in November 2022, the Japanese Ministry of Defense (MoD) announced that China’s
People’s Liberation Army Navy (PLAN) intruded into Japanese waters five times since October
2021, setting a record high.

Along with the Senkaku Islands issue, Japan is increasingly concerned about potential Chinese
aggression in the Taiwan Strait. In April 2021, then Japanese Prime Minister Yoshihide Suga and
US President Joe Biden released a joint statement highlighting the mutual interest of both
countries in peace and stability across the Taiwan Strait. This declaration was the first time since
1969 in which Japan and the United States mentioned Taiwan in a joint statement. According to
an Asahi Shimbun’s survey in May 2023, some 80% of Japanese are worried that a Taiwan Strait
conflict between the United States and China would involve Japan. 

North Korea, long a security concern, has evolved into a multi-faceted threat for Japan. Over the
past decade, North Korea’s nuclear and ballistic missile programs have accelerated. The 2023
annual “Defense of Japan” white paper stated that “North Korea’s military activities pose[d] an
even more grave and imminent threat to Japan’s national security than ever

CURRENT SECURITY CONTEXT IN JAPAN
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The US and Japanese governments and technical communities have historically coordinated on
cyber security. The CERT/Coordinating Center (CC) at Carnegie Mellon University’s Software
Engineering Institute, the US CERT in the Department of Homeland Security (DHS),  and Japan’s
JPCERT/CC have been close collaborators for over two decades. Japan has joined Western efforts
to enhance an open and secure global cyberspace by supporting the Budapest Convention on
Cybercrime and the United Nation’s norms of responsible state behaviour in cyberspace. The
2011 US-Japan Security Consultative committee’s joint statement included cyberspace as an area
of mutual interest as well as the establishment of bilateral strategic policy dialogue on
cybersecurity for effective cooperation in promoting the resilience of critical infrastructure,
information security, and space systems. In recent years, the United States and Japan have
sustained a bilateral cybersecurity dialogue, generally calling for continued cooperation but with
limited operational collaboration. 

https://www.mod.go.jp/en/publ/w_paper/wp2023/DOJ2023_Digest_EN.pdf
https://www.mod.go.jp/en/publ/w_paper/wp2023/DOJ2023_Digest_EN.pdf
https://thediplomat.com/2022/04/japan-scrambled-fighter-jets-to-intercept-foreign-aircraft-over-1000-times-in-fy2021/
https://thediplomat.com/2022/11/chinas-navy-sets-record-pace-for-intrusions-into-japans-territorial-sea/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/04/16/u-s-japan-joint-leaders-statement-u-s-japan-global-partnership-for-a-new-era/
https://asiatimes.com/2023/08/collective-ambiguity-on-taiwan-needs-shoring-up/
https://asiatimes.com/2023/08/collective-ambiguity-on-taiwan-needs-shoring-up/
https://www.asahi.com/ajw/articles/14898395
https://www.cfr.org/backgrounder/north-korea-nuclear-weapons-missile-tests-military-capabilities#:~:text=North%20Korea%20has%20embarked%20on,its%20already%20large%20conventional%20force.&text=North%20Korea%20could%20have%20the,%2C%20according%20to%20analysts%27%20estimates.
https://www.mod.go.jp/en/publ/w_paper/wp2023/DOJ2023_Digest_EN.pdf
https://www.mod.go.jp/en/publ/w_paper/wp2023/DOJ2023_Digest_EN.pdf
https://www.kb.cert.org/vuls/
https://www.cisa.gov/sites/default/files/publications/infosheet_US-CERT_v2.pdf
https://www.jpcert.or.jp/magazine/security/field-us.html
https://www.jpcert.or.jp/magazine/security/field-us.html
https://www.coe.int/en/web/cybercrime/the-budapest-convention
https://www.coe.int/en/web/cybercrime/the-budapest-convention
https://documents.unoda.org/wp-content/uploads/2022/03/The-UN-norms-of-responsible-state-behaviour-in-cyberspace.pdf
https://2009-2017.state.gov/r/pa/prs/ps/2011/06/166597.htm


before,” with an unprecedently high frequency in missile testing and the development of long-
range cruise missiles. North Korean cybercrime is also of concern for the Japanese as North
Korean hackers use stolen cryptocurrency to fund the country’s weapons programs.

Although defense cooperation with Japan has been hindered by unresolved historical issues,
recent mutual security concerns between Japan and South Korea over China and North Korea
have created incentives for both countries to seek a normalization of relations and a resumption
of defense cooperation. In March 2023, a bilateral summit between South Korean and Japanese
leaders took place for the first time in over a decade. In 2023 South Korean President Yoon Suk
Yeol, Japanese Prime Minister Fumio Kishida, and US President Joe Biden held a historic meeting
at Camp David. The three leaders agreed to annual multi-domain military exercises as well as
deeper information sharing on North Korean missile and cyber activities. 

CURRENT STATE OF CYBER AFFAIRS
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Along with the recent
changes to Japan’s
overall national
security posture, its
approach to cyber
defense as a national
security concern has
also dramatically
shifted. A growing
recognition of the
significance of national
security-related cyber
breaches as well as the limitations of Japanese national and enterprise cyber programs exist.
Chief Cabinet Secretary Hirokazu Matsuno publicly stated in July 2023 after the Nagoya Port
cyberattack: “It is increasingly important to improve the defense and resilience of the information
systems of Japan’s infrastructure.” The chart from Nikkei Asia provides an example of increasing
media coverage as well as increasing detected cyberattacks in Japan. 

*Chart Source: Cyberattacks on Japan soar as hackers target vulnerabilities – Nikkei Asia

https://www.aljazeera.com/news/2023/4/7/japan-s-korea-us-concerned-over-n-koreas-cyber-fundraising
https://www.aljazeera.com/news/2023/2/7/2022-was-record-year-for-north-korean-crypto-theft
https://www.asahi.com/ajw/articles/14954966
https://asia.nikkei.com/Spotlight/Datawatch/Cyberattacks-on-Japan-soar-as-hackers-target-vulnerabilities
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According to Japan’s National Police Agency (NPA), there were about 7,800 cyberattack cases in
Japan from foreign nations in the first half of 2022, which was double the number of cases in
2019. There also was a surge in cyberattacks against Japanese companies and government offices
from March 2023 up to the May 2023 Group of Seven summit hosted in Japan. Targets in these
attacks included the West Japan Railway, Tokyo Electric Power Company Holdings, local
governments of Osaka, Aichi, Kumamoto, and Nara, as well as the Cabinet Office’s public
relations’ websites. Since 2017 Japan has lost $720 million worth of cryptocurrency to hackers
affiliated with North Korea, which makes up 30% of such losses worldwide; Japan is the nation
with the biggest cryptocurrency losses to North Korean hackers. The number of ransomware
attacks also increased by 57% between 2021 and 2022. Appendix A provides a listing of notable
cyber incidents in Japan since May 2020.

Increase in cyberattacks contributed to the public dialogue about the need to meet Japan’s cyber
challenges. Public and private exchanges have increased between US and Japanese leaders
seeking to understand and help improve Japanese capabilities, including the Multilateral Cyber
Action Committee (MCAC).[1] In November 2022, Yomiuri Shinbun published an article calling for
Japan to have a cyber security command post directing active cyber defense. In the article, US
Admiral (ret.) Dennis Blair, the former US Director of National Intelligence and Commander of
USPACOM, was quoted as describing Japan’s cyber efforts as ‘minor league’ at a meeting of
Japan’s Liberal Democratic Party (LDP) security subcommittee in an effort to prompt recognition
of the serious national uplift Japan needs to undertake. Over the past year, broad
acknowledgment of the need to evolve the Japanese cybersecurity posture and strategy has
occurred within the political and governmental leadership.

The 2022 National Security Strategy (NSS) strongly reflected these concerns. The NSS, also
influenced by the hybrid war in Ukraine, stated the need for a much stronger national
cybersecurity program that includes deeper PPPs and a nationally directed capability to perform
active cyber defense. Furthermore, the 2022 NSS called for the government to strengthen its
ability to analyze and aggregate the situation on disinformation, use of artificial intelligence (AI)
to enhance monitoring of the information space, and restructure the Cabinet’s National Center
for Incident Readiness and Strategy for Cybersecurity (NISC) to coordinate cybersecurity policies
with Japan’s Self-Defense Force’s (JSDF) and the police’s cyber units. The MoD plans to train
4,000 cyber “warriors” and 16,000 JSDF personnel in cybersecurity in five years. Over the next
five years, Japan also plans to spend $58 billion for cybersecurity and space defense. 

https://asia.nikkei.com/Spotlight/Datawatch/Cyberattacks-on-Japan-soar-as-hackers-target-vulnerabilities
https://www.japantimes.co.jp/news/2023/04/30/national/crime-legal/cyberattacks-japan-g7/
https://asia.nikkei.com/Spotlight/Cryptocurrencies/North-Korean-crypto-thefts-target-Japan-Vietnam-Hong-Kong
https://asia.nikkei.com/Spotlight/Cryptocurrencies/North-Korean-crypto-thefts-target-Japan-Vietnam-Hong-Kong
https://cointelegraph.com/news/japan-leads-world-in-losses-from-north-korean-crypto-hacking-with-30-of-total-report
https://www.asahi.com/ajw/articles/14832967
https://www.asahi.com/ajw/articles/14832967
https://japannews.yomiuri.co.jp/politics/political-series/20221122-72394/
https://www.stimson.org/2023/japan-cybersecurity-policy/
https://www.cas.go.jp/jp/siryou/221216anzenhoshou/nss-e.pdf
https://www.csis.org/analysis/japans-new-national-security-strategy-and-contribution-networked-regional-security#:~:text=The%20NSS%20states%20that%20%E2%80%9Cas,%2DIndia%20(Quad)%20partnership.
https://www.csis.org/analysis/japans-transformational-national-security-strategy
https://www.csis.org/analysis/japans-transformational-national-security-strategy
https://apnews.com/article/russia-ukraine-technology-japan-national-security-94000c63dcdf71cf4b54847c8938a6cd
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Initiatives in the Diet, Cabinet, ministries, and agencies are already underway to operationalize
the NSS objectives. The LDP’s 2023 Digital Policy Recommendations for Enhancing Security[2]
recommends establishing an information sharing system with the private sector and
implementing joint public-private exercises. The document also supports the strengthening of the
nation’s digital infrastructure under the new Digital Agency. The document recommends
monitoring cyber developments and establishing international exercises such as a Japan-Australia
joint exercise resembling Locked Shields 2023.

Japan has also been making clear its desire to strengthen cybersecurity cooperation with the
United States. This desire is explicitly mentioned in the new US-Japan alliance framework outlined
in the NSS. Japanese government officials are increasingly engaging US cyber leaders to learn
about the takeaways from the war in Ukraine and to seek more US support and advocacy for a
Japanese cyber effort.[3] Japan has been supporting Ukraine through the Japan International
Cooperation Agency. Japan is also looking to increase its cooperation with the Five Eyes
intelligence sharing network and is pushing to expand the framework of Five Eyes beyond the
English-speaking democracies. 

The United States has reciprocated the interest in US-Japan cyber cooperation as well. Since fall
2020, senior US national security advisors have been warning Japan of Chinese state hackers
infiltrating Japanese defense networks. In November 2021, Deputy National Security Advisor for
Cyber and Emerging Technology Anne Neuberger discussed next steps for deeper cyber defense
collaboration with Japan. In December 2022, US National Cyber Director Chris Inglis visited Japan
to share the US government’s upcoming national cybersecurity strategy seeking to enhance
synergies between the two national cyber strategies. The Biden Administration’s 2022 Indo-
Pacific Strategy also highlighted the need to strengthen strategic partnerships in the region,
especially in cyberspace. 

The bilateral and mutual interest in US-Japan cyber cooperation led to the Joint Statement of
2023 US-Japan Security Committee (“2+2”) which agreed to collaborate on countering
increasingly sophisticated and persistent cyber threats. Japan’s Ministry of Economy, Trade and
Industry and the DHS signed a Memorandum of Cooperation on cybersecurity in early January
2023 to increase operational collaboration, enhance security of industrial control systems,
deepen capacity building for the Indo-Pacific Region, and establish an ongoing dialogue. A strong
step in the right direction was the September 2023 Joint Cybersecurity Advisory from US
Cybersecurity and Infrastructure Security Agency (CISA), US National Security Agency, US Federal
Bureau of Investigation (FBI), Japan’s NPA, and Japan’s NISC 

https://ccdcoe.org/news/2023/6016/
https://www.jica.go.jp/english/overseas/ukraine/index.html
https://www.jica.go.jp/english/overseas/ukraine/index.html
https://asia.nikkei.com/Politics/International-relations/Japan-pursues-greater-Five-Eyes-intel-sharing-amid-China-concerns
https://asia.nikkei.com/Politics/International-relations/Japan-pursues-greater-Five-Eyes-intel-sharing-amid-China-concerns
https://www.scmp.com/news/world/united-states-canada/article/3230445/us-warned-japan-china-was-hacking-its-defence-networks-officials-say
https://www.scmp.com/news/world/united-states-canada/article/3230445/us-warned-japan-china-was-hacking-its-defence-networks-officials-say
https://www.washingtonpost.com/national-security/2023/08/07/china-japan-hack-pentagon/
https://www.whitehouse.gov/wp-content/uploads/2022/02/U.S.-Indo-Pacific-Strategy.pdf
https://www.whitehouse.gov/wp-content/uploads/2022/02/U.S.-Indo-Pacific-Strategy.pdf
https://www.defense.gov/News/Releases/Release/Article/3265559/joint-statement-of-the-2023-usjapan-security-consultative-committee-22/
https://www.defense.gov/News/Releases/Release/Article/3265559/joint-statement-of-the-2023-usjapan-security-consultative-committee-22/
https://www.meti.go.jp/english/press/2023/0107_001.html
https://media.defense.gov/2023/Sep/27/2003309107/-1/-1/1/CSA_BLACKTECH_HIDE_IN_ROUTERS_TLP-CLEAR.PDF
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regarding Chinese cyber activity targeting government, industrial, technology, media, electronics,
telecommunication, and defense industrial base sectors. The growing collaboration also extends
to engaging with the Japanese private sector. Recently, NTT Corporation—the largest Japanese
and fourth largest global telecommunications company—joined the DHS’s Joint Cyber Defense
Collaborative (JCDC), setting a precedent for trans-Pacific PPP that needs to extend to more
companies.

Multilaterally, the focus of US-Japan cooperation is also shifting towards cybersecurity. The Quad
has called for increased cooperation on cybersecurity, deployment of secure 5G technology, and
multilateral research on AI. The 2022 Quad Leaders’ Tokyo Summit launched a Critical and
Emerging Technologies Working Group which included cooperation on interoperability and
telecommunications cybersecurity, improved software, and coordination of cyber security
standards for managed service providers. The 2023 Quad Leaders’ Joint Statement reaffirmed the
nations’ commitment to a more secure cyberspace and launched the first Quad Cyber Challenge,
an initiative to promote cyber awareness and empower Indo-Pacific participants to protect
themselves in the cyberspace.

CHALLENGES FOR THE US-JAPAN CYBER COOPERATION

Despite growing Japanese cybersecurity awareness and mutual interest in a US-Japan cyber
cooperation, challenges for US-Japan cooperation remain for both nations. For Japan, legal
restrictions on operations outside of the country and constraints imposed by the  Constitution’s
Article 9 continue to have significant resonance with the public and the media. Calls for
constitutional change as well as increases in the defense budget continue to face resistance.
Japan’s legacy of lacking underinvestment in cybersecurity inhibits the ability to  pursue other
types of security collaboration due to worries about loss of sensitive information and technology.
The International Institute for Strategic Studies’ 2021 report titled “Cyber Capabilities and
National Power” classified Japan in the lowest tier, tier 3. The small size of its cyber force, limited
funding for cyber defense, current lack of an established national cybersecurity program and
leadership, and the shortage of cybersecurity expertise are also limitations to deeper cyber
cooperation. Finally, the limited depth and breadth of PPPs in cybersecurity and critical
infrastructure protection constrain the ability to conduct operational collaboration with all the
necessary stakeholders. 

https://group.ntt/en/newsrelease/2023/01/12/230112a.html
https://www.cisa.gov/topics/partnerships-and-collaboration/joint-cyber-defense-collaborative/jcdc-faqs#:~:text=JCDC%20is%20a%20public%2Dprivate,the%20collective%20defense%20of%20cyberspace.
https://www.cisa.gov/topics/partnerships-and-collaboration/joint-cyber-defense-collaborative/jcdc-faqs#:~:text=JCDC%20is%20a%20public%2Dprivate,the%20collective%20defense%20of%20cyberspace.
https://www.stimson.org/2022/an-evolving-agenda-for-the-quad/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/23/fact-sheet-quad-leaders-tokyo-summit-2022/
https://www.whitehouse.gov/briefing-room/statements-releases/2023/05/20/quad-leaders-joint-statement/
https://www.japantimes.co.jp/news/2023/05/07/national/survey-defense-tax/
https://thediplomat.com/2016/04/japans-achilles-heel-cybersecurity/
https://thediplomat.com/2016/04/japans-achilles-heel-cybersecurity/
https://www.iiss.org/research-paper/2021/06/cyber-capabilities-national-power
https://www.iiss.org/research-paper/2021/06/cyber-capabilities-national-power
https://www.iiss.org/research-paper/2021/06/cyber-capabilities-national-power
https://www.iiss.org/online-analysis/military-balance/2020/08/japan-cyber-capabilities
https://www.iiss.org/online-analysis/military-balance/2020/08/japan-cyber-capabilities
https://www.ft.com/content/bd990583-2948-4769-b090-eac644a2ad69
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For the United States, competing priorities limit the State Department and interagency resources
available to deepen operational collaboration with Japan despite highly positive joint statements.
The United States limits its technology and intelligence sharing with Japan due to concerns over
Japan’s lagging cybersecurity systems and lack of a security clearance system that includes private
sector companies and researchers. Additionally, a major capability gap exists between the US and
Japanese cyber systems. The United States issued its first National Strategy to Secure Cyberspace
in 2003. In the last two decades, the Department of Defense (DoD), intelligence community, DHS,
FBI, and other government agencies have built-up their capabilities. Major efforts to increase
cyber security of vital companies and operational nodes within key critical infrastructure sectors
have occurred. The US cybersecurity industry’s global leadership has continued to grow, driven in
part by the dominance of US-based tech platforms. In comparison, Japan only formed its NISC in
2015 and lacks a strong national program and investment in cybersecurity across both
government and much of the private sector. In the military sphere, the United States established
Cyber Command (CYBERCOM) in 2010. As of 2019, CYBERCOM had 133 teams and 6,200
personnel and continues to grow. Japan created its military cyber unit—the Cyber Defense group
—in 2014, and as of 2022, contains a little more than 500 personnel. Further, Japan lacks
programs and well-trained, experienced personnel in cyber threat intelligence and “hunting”
operations to find adversarial activity.

RECOMMENDATIONS FOR COOPERATION

Despite the challenges, Japan and the United States can build on existing programs and learn
from experience over the past twenty years to ensure deeper collaboration that improves both
nations’ national security. The growing Chinese and North Korean threats make deeper
collaboration essential. Such activities should leverage existing US-Japan security forums and
processes for military-to-military collaboration as much as possible. Our recommendations for
deepening US-Japan cyber cooperation follow below.

1) INTRODUCE A SECURITY CLEARANCE SYSTEM IN JAPAN

As noted, the United States limits its technology and intelligence sharing with Japan due to the
lack of an information classification and a security clearance system. The United States expanded
its approach to providing national security information and clearances after 9/11. The United
States can help provide guidance on the parameters for a Japanese security clearance system that
would mitigate concerns over sharing sensitive information and technology as well as potentially

https://asia.nikkei.com/Spotlight/Datawatch/Cyberattacks-on-Japan-soar-as-hackers-target-vulnerabilities
https://carnegieendowment.org/2021/07/29/high-tech-alliance-challenges-and-opportunities-for-u.s.-japan-science-and-technology-collaboration-pub-85012
https://ciaotest.cc.columbia.edu/olj/gli/gli_nov2003/gli_nov2003k.pdf
https://www.dhs.gov/topics/cybersecurity
https://archives.fbi.gov/archives/news/speeches/combating-threats-in-the-cyber-world-outsmarting-terrorists-hackers-and-spies
https://www.cisa.gov/shields-up
https://inss.ndu.edu/Media/News/Article/2997363/prospects-for-us-japan-cyber-cooperation-critical-infrastructure-protection-and/
https://inss.ndu.edu/Media/News/Article/2997363/prospects-for-us-japan-cyber-cooperation-critical-infrastructure-protection-and/
https://www.cybercom.mil/About/History/
https://inss.ndu.edu/Media/News/Article/2997363/prospects-for-us-japan-cyber-cooperation-critical-infrastructure-protection-and/
https://inss.ndu.edu/Media/News/Article/2997363/prospects-for-us-japan-cyber-cooperation-critical-infrastructure-protection-and/
https://www.defense.gov/News/News-Stories/Article/Article/2991699/cyber-mission-force-set-to-add-more-teams/
https://www.mod.go.jp/en/publ/answers/cyber/index.html
https://english.kyodonews.net/news/2022/03/2009b0fac163-japans-sdf-launches-new-cyber-defense-unit.html
https://carnegieendowment.org/2021/07/29/high-tech-alliance-challenges-and-opportunities-for-u.s.-japan-science-and-technology-collaboration-pub-85012
https://le.fbi.gov/informational-tools/security-clearances-for-law-enforcement
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2) COMMITTED PLANNING AND ROADMAP TO DEEPEN US-JAPAN CYBER
COOPERATION

allow collaboration on how to implement procedures and train personnel. The Japanese Diet is
actively considering how to provide implementation guidance for the government’s information
classification and security clearance system and is seeking ways to allow for Japanese industry
participation in sensitive technological research and development. In the meantime, the United
States and Japan can expand on pre-existing high-level information sharing and cooperation
agreements such as the agreement that allows for Japan, the United States, and Australia to
share submarine technology, beginning to overcome the concern that previously existed in this
area.[4]

The United States and Japan should maintain a high-level steering committee with key
governmental and private sector leaders to establish a long-term roadmap and accountability for
progress on US-Japan cyber cooperation focused on strengthening operational capabilities and
joint planning and exercises along with the private sector. A small, standing joint steering
committee focused on cyber collaboration planning within the US-Japan Security Consultative
Committee structure could facilitate quarterly meetings to ensure coordination of the agenda and
input from working groups. This steering committee should include private sector leaders.
Working groups should meet monthly to discuss progress on key operational collaboration
projects such as those outlined below and actively address key issues blocking progress in a
timely fashion.

3) OPERATIONAL COLLABORATION ON PLANNING, TRAINING, AND EXERCISING

While ongoing dialogue is necessary for deeper cooperation, talks must move beyond and
operationalize actions. Joint US-Japanese assessment, planning, training, exercise, and resiliency
programs should be executed with a focus on understanding the vulnerability of critical
infrastructure that would support military operations and bases in Japan if a Taiwan Strait Crisis
were to escalate. These activities should be on-going and inclusive of a broad spectrum of key
public and private organizations. Joint operational collaboration will also help develop doctrine
and concepts of operations for Japan’s active cyber defense activities in coordination with the
United States. Further, the two countries should establish joint cyber ranges to establish a
broader joint training and evaluation program, such as military activities between cyber
organizations to improve full spectrum operations.[5] The range environments will facilitate
broader training and exercise programs that include key critical infrastructure companies for
detection and eradication of advanced persistent threats to economic and national security. Such 

https://asia.nikkei.com/Politics/Japan-US-move-toward-joint-submarine-development-with-Australia
https://asia.nikkei.com/Politics/Japan-US-move-toward-joint-submarine-development-with-Australia
https://asia.nikkei.com/Politics/Japan-US-move-toward-joint-submarine-development-with-Australia


1 1

range environments could include both those focused on military and classified operations as well
as those designed to enhance the cyber defense posture and personnel of non-national security
agencies and critical infrastructure operators.

4) STRENGTHENING JAPANESE CAPABILITIES FOR THREAT IDENTIFICATION AND
ERADICATION

The 2022 NSS directly called for the establishment of active cyber defense capabilities which is
generally conceived of as a spectrum of possible activities. Subsequently, a productive discussion
regarding the composition of a Japanese active cyber defense program and potential fruitful
initial steps has emerged. Japan should focus on stronger cyber threat intelligence capabilities to
effectively identify the presence and tactics of on-going adversarial cyber campaigns in
collaboration with US government, other allies, and private sector companies. Such focused
intelligence could serve as the basis for the establishment of “threat hunting” teams capable of
operating on Japanese government and critical infrastructure networks to search for and help
eradicate adversarial activity. Proper authorities will need to be in place, and growing such
capabilities at scale will require focused organizational structures and talent. US government and
companies can provide productive approaches to hunt operations and train operators in the
Japanese public and private sectors, especially if joint range environments are in place.

5) STRENGTHEN CROSS-PACIFIC PUBLIC PRIVATE PARTNERSHIPS 

There are various ways that the United States, Japan, and their allies can strengthen the essential
role of the private sector in operational collaboration. Japan has world class technology talent
and organizations with deep information technology and networking expertise. The United States
should continue to engage Japan with lessons from over two decades of experience seeking to
build effective PPPs. A successful example is Japan’s adoption of the Finance-ISAC model into its
own Financials-ISAC Japan (F-ISAC JP). The United States established Information Sharing and
Analysis Centers (ISACs) in 1998 in order to create industry-specific organizations, to gather and
share cyber threat information to critical infrastructures, and to facilitate data sharing between
public and private sector groups. Japan created F-ISAC JP in 2018, and it has become a respected
cyber threat sharing and analysis hub for Japan. The United States can help Japan establish
operational approaches and learn stakeholder management to focus on deeper collaboration that
addresses national cybersecurity concerns such as the Analysis and Resilience Center for Systemic
Risk and CISA’s JCDC.

The Japanese government must allow for bidirectional information sharing between the public 

https://www.jstor.org/stable/resrep26906.7?seq=2
https://www.oodaloop.com/wp-content/uploads/2016/10/CCHS-ActiveDefenseReportFINAL.pdf
https://www.fsisac.com/
https://www.f-isac.jp/index.html
https://www.csoonline.com/article/567485/what-is-an-isac-or-isao-how-these-cyber-threat-information-sharing-organizations-improve-security.html
https://www.csoonline.com/article/567485/what-is-an-isac-or-isao-how-these-cyber-threat-information-sharing-organizations-improve-security.html
https://systemicrisk.org/
https://systemicrisk.org/
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and private sector and should consider mechanisms for visualization, rapid information
dissemination, and prioritization or triaging of cyber incidents. The Australian Signals
Directorate’s Australian Cyber Security Centre Partnership (ACSC) Partnership Program provides a
good example. The ACSC Program includes cybersecurity experts from government, industry,
academia, and research space who come together to increase situational awareness, technical
expertise, and insights as well as collaborate on threats and opportunities. 

Japan and the United States should also pursue bilateral PPP coordination and exercises that
engage the private and public sector of both nations. Public-private information sharing will help
engage the private sector when cyber risks to supply chains and geopolitical crises arise. Joint US
and Japan exercises with the private sector that leverage the JCDC—a bridge that has been
started by NTT—can develop mutual understanding of challenges and scenarios to drive training,
development of response capabilities, and opportunities for collaboration. The two governments
should encourage multinational companies with strong presence in both countries, such as
Toyota and Mastercard, to actively engage in PPP. The learnings from these exercises should help
create a joint national response process to future cyber conflicts involving both countries. Japan
is showing increasing interest in the US Cyber Defense Assistance Collaborative (CDAC), a group of
leading cybersecurity companies that are providing operational cyber defense to Ukraine since
the 2022 Russian invasion. Japan has already begun attempting the creation of its own J-CDAC, [6]
and Japanese companies can participate in the US CDAC as well.

CONCLUSION
The United States and Japan have established a strong security collaboration since WWII. Recent
geopolitical tensions resulting from aggressive Chinese actions around the Senkaku Islands and in
the Taiwan Strait as well as North Korea’s increasing military activity and cybercrime make
imperative even deeper US-Japan cooperation. The high number of cyberattacks have
contributed to Japan’s realization of cybersecurity as a key national security concern and of the
limitations of its current cyber defenses. Japan’s 2022 NSS reflects a focus on improving
cybersecurity capabilities and a new framework for the US-Japan alliance. Both the United States
and Japan are eager for deeper cyber cooperation as reflected by recent bilateral and multilateral
declarations and efforts. 

However, challenges for a deeper cyber cooperation remain. These include Japan’s legislative
restrictions, lack of a security clearance system, and limited national cyber capabilities. The
United States also continues to have competing priorities in committing to US-Japan cyber
cooperation. This paper proposes recommendations to move forward, namely, to improve the 

https://www.cyber.gov.au/resources-business-and-government/partner-hub/asdacsc-partnership-program
https://crdfglobal-cdac.org/
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Japanese capabilities for threat identification and eradication; and pursue a joint approach to PPP
with major private sector players. The geopolitics of the next decade in East Asia will rapidly
create increasing cyber challenges for the United States and Japan. The time for both nations to
move forward together is now.
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DATE TARGET DESCRIPTION

May 7, 2020 Nippon Telegraph &
Telephone (NTT)

Hackers breached several layers of IT
infrastructure, reached an internal Active
Directory, and stole 621 customers’ data.

Jun 2020 Honda Motor Co 7267.T Ekans ransomware attack affected computer
server access, mail usage, and internal system
usage leading to a global halt in operations.

Jun 21, 2020 Various countries and
organizations including
Japan and the Japanese
Ministry of Finance

North Korea’s Lazarus Group sent COVID-19-
themed phishing emails to 5 million businesses and
individuals across 6 countries and claimed to have
1.1 million individual’s email IDs.

Jun 2020–Oct
2020

Japan’s construction,
manufacturing, and
government
organizations 

Chinese hackers’ 11 ransomware attacks including
one using the Pulse Secure flaw.

Oct 2020 South Korea, US, and
Japan

North Korean government-linked hacker group
Kimsuky conducted intelligence-gathering
intrusions against targets in Japan.

Nov 2020 Capcom Ragnar Locker ransomware used to compromise
devices, steal 1TB of sensitive data and 350,000
confidential documents, and demand a $11 million
ransom in return for not publishing the data and
offering a decryption tool.

APPENDIX A: NOTABLE CYBER
INCIDENTS IN JAPAN SINCE MAY 2020

https://www.bitdefender.com/blog/hotforsecurity/japanese-telecoms-giant-ntt-suffers-data-breach-takes-four-days-to-learn-of-intrusion/
https://www.bitdefender.com/blog/hotforsecurity/japanese-telecoms-giant-ntt-suffers-data-breach-takes-four-days-to-learn-of-intrusion/
https://www.reuters.com/article/us-honda-cyber/honda-resumes-production-at-plants-hit-by-suspected-cyber-attack-idUSKBN23J0ND
https://www.bbc.com/news/technology-52982427
https://www.zdnet.com/article/north-korean-state-hackers-reportedly-planning-covid-19-phishing-campaign-targeting-5m-across-six-nations/
https://www.zdnet.com/article/north-korean-state-hackers-reportedly-planning-covid-19-phishing-campaign-targeting-5m-across-six-nations/
https://www.reuters.com/article/us-honda-cyber/honda-resumes-production-at-plants-hit-by-suspected-cyber-attack-idUSKBN23J0ND
https://www.reuters.com/article/us-honda-cyber/honda-resumes-production-at-plants-hit-by-suspected-cyber-attack-idUSKBN23J0ND
https://www.reuters.com/article/us-honda-cyber/honda-resumes-production-at-plants-hit-by-suspected-cyber-attack-idUSKBN23J0ND
https://www.reuters.com/article/us-honda-cyber/honda-resumes-production-at-plants-hit-by-suspected-cyber-attack-idUSKBN23J0ND
https://www.reuters.com/article/us-honda-cyber/honda-resumes-production-at-plants-hit-by-suspected-cyber-attack-idUSKBN23J0ND
https://www.securityweek.com/chinese-hackers-target-japanese-organizations-large-scale-campaign/
https://www.securityweek.com/pulse-secure-vpn-vulnerability-exploited-deliver-ransomware/
https://cyberscoop.com/north-korean-hacking-kimsuky-cyber-command-cisa-dhs-fbi/
https://www.reuters.com/article/us-honda-cyber/honda-resumes-production-at-plants-hit-by-suspected-cyber-attack-idUSKBN23J0ND
https://thediplomat.com/2020/12/japanese-companies-fall-victim-to-unprecedented-wave-of-cyber-attacks/
https://thediplomat.com/2020/12/japanese-companies-fall-victim-to-unprecedented-wave-of-cyber-attacks/
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May 24, 2021 Japanese agencies Breached via Fujitsu’s ProjectWEB information
sharing tool and stole customer data including
76,000 email addresses.

Jul 1, 2021 Kawasaki Kisen Kaisha
(“K” Line)

Overseas subsidiary systems’ computers breached
for the second time in months.

Jul 23, 2021–
Sep 5, 2021

Tokyo Olympics and
Paralympics 

450 million cyberattack attempts on the official
website and organizing committee’s system.

May 21,
2020–Aug 18,
2021

Japanese beauty e-
trailer Acro

Third-party data breach of more than 100,000
payment cards across two of Acro’s four websites.

Jun 22, 2021–
Nov 3, 2021

Panasonic Network infiltration and data breach occurred.

Mar 1, 2022 Toyota Motor Cyberattack on a supplier on ground led to the halt
of 14 factories and the suspension of 13,000
vehicles’ outputs.

Mar 13, 2022 Morinaga Unauthorized access to the servers by a third party
led to the leak of 1,648,922 customers’ personal
data.

June 2022 Japanese political
establishments

Chinese-speaking advanced persistent threat (APT)
actor MirrorFace’s spear-phishing campaign
Operation LiberalFace using backdoor LODEINFO
to deliver malware.

Sep 7, 2022 Japanese companies and
government ministries

Japanese companies and government ministries

https://www.bitdefender.com/blog/hotforsecurity/japanese-telecoms-giant-ntt-suffers-data-breach-takes-four-days-to-learn-of-intrusion/
https://www.bleepingcomputer.com/news/security/japanese-government-agencies-suffer-data-breaches-after-fujitsu-hack/
https://www.reuters.com/article/us-honda-cyber/honda-resumes-production-at-plants-hit-by-suspected-cyber-attack-idUSKBN23J0ND
https://www.reuters.com/article/us-honda-cyber/honda-resumes-production-at-plants-hit-by-suspected-cyber-attack-idUSKBN23J0ND
https://english.kyodonews.net/news/2021/10/9dde30ea2997-over-400-million-cyberattacks-were-attempted-during-tokyo-games.html
https://english.kyodonews.net/news/2021/10/9dde30ea2997-over-400-million-cyberattacks-were-attempted-during-tokyo-games.html
https://www.reuters.com/article/us-honda-cyber/honda-resumes-production-at-plants-hit-by-suspected-cyber-attack-idUSKBN23J0ND
https://www.reuters.com/article/us-honda-cyber/honda-resumes-production-at-plants-hit-by-suspected-cyber-attack-idUSKBN23J0ND
https://techcrunch.com/2021/11/29/panasonic-data-breach/
https://www.cnn.com/2022/03/01/business/toyota-japan-cyberattack-production-restarts-intl-hnk/index.html
https://techcrunch.com/2021/11/29/panasonic-data-breach/
https://techcrunch.com/2021/11/29/panasonic-data-breach/
https://www.welivesecurity.com/2022/12/14/unmasking-mirrorface-operation-liberalface-targeting-japanese-political-entities/#:~:text=At%20the%20end%20of%20June,were%20sent%20to%20the%20targets.
https://techcrunch.com/2021/11/29/panasonic-data-breach/
https://techcrunch.com/2021/11/29/panasonic-data-breach/
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Jul 6, 2023 Nagoya Port Russian-based cybercrime organization Lockbit
executed a ransomware attack that affected
15,000 containers and related businesses.

https://www.reuters.com/article/us-honda-cyber/honda-resumes-production-at-plants-hit-by-suspected-cyber-attack-idUSKBN23J0ND
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ENDNOTES
[1] The MCAC involved global cyber leaders seeking to characterize and make recommendation
regarding cyber risks. Its principal report is titled “Implications for Cybersecurity in Western-
Chinese Technology Decoupling” and was published by CSIS in March 2022. The MCAC continues
a focused dialogue and visits between US and Japanese leaders including Admiral Dennis Blair and
one of the paper’s authors, Greg Rattray. 

[2] “Digital Policy Recommendations for Enhancing Security,” Liberal Democratic Party of Japan,
Headquarters of the Promotion of Digital Society, Project Team for Digital Security, April 19, 2023.

[3] Insight from Greg Rattray’s meetings with Japanese officials in February and June 2023.

[4] In the 1980’s, the Soviet government procured sensitive information on submarine technology
from Japanese company Toshiba, inciting US concern of sensitive information leakage from Japan. 

[5] Full spectrum operations refer to a combination of offensive, defensive, and stability
operations overseas or on US soil.

[6] Insights from Greg Rattray’s trip to Japan in June 2023. The Japanese have informed both
former and current US national cybersecurity leaders about their J-CDAC intent.

https://www.csis.org/news/csis-launches-multilateral-cyber-action-committee
https://www.csis.org/events/report-launch-implications-cybersecurity-western-chinese-technology-decoupling
https://www.csis.org/events/report-launch-implications-cybersecurity-western-chinese-technology-decoupling
https://www.kcl.ac.uk/news/the-toshiba-kongsberg-case



